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Privacy policy of Siteco GmbH
for the use of the Lumident App

This privacy policy describes how your personal data as a user of the Lumident app
of Siteco GmbH is processed. It explains how Siteco GmbH uses your personal data,
what measures are taken to protect your data and what rights you have in relation to
your personal data.

Introduction

The protection of personal data is an important concern for Siteco GmbH. Therefore,
Siteco GmbH processes your personal data in accordance with the regulations of the
European Data Protection Regulation (GDPR) and the other applicable legal provi-
sions for the protection of personal data and data security.

1. purpose of the processing, categories of data and legal basis of the pro-
cessing

Siteco GmbH processes your personal data exclusively to ensure a secure login for
you as a user of the Lumident app. The data are used as follows:

e Login to the Lumident App functions
e Storage of user data in the Google Cloud
e Registration and identification of luminaires via QR-Coce

For the above-mentioned purposes, Siteco GmbH processes personal data that you
yourself have provided or that accrue in connection with your business relationship
with us. These are the following categories of data:

First name and surname of the user
Telephone number

E-mail address

Name or designation of the company
Address of the company

Siteco GmbH processes your personal data on the basis of the regulations listed be-
low:

e for the purpose of carrying out business processes (Article 6 (1) (b) GDPR),

e in order to safeguard the legitimate interests of Siteco GmbH, taking into ac-
count the interests of the data subjects that are worthy of protection (Article 6
(1) (f) GDPR).

2. transmission and dissemination of personal data

When registering the Lumident app, Siteco GmbH transmits its login data to EU serv-
ers of the Google Cloud. Regulations of Google Inc. then also apply here. (https://sup-
port.google.com/cloud/answer/6329727?hl=de)

3. storage periods

Unless an explicit storage period is specified at the time of collection, your personal
data will be deleted when it is no longer required to fulfil the purpose for which it was
stored and no statutory retention obligations (e.g. commercial, tax or pension law re-
tention obligations) make longer storage necessary.
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4. revocability of declarations of consent given

No consent is required for the storage of Lumident data at Siteco GmbH, as you have
entered this data yourself during registration.

5. your rights

If you have registered for the Lumident app with Siteco GmbH, you are entitled to the
following rights:

obtain information about personal data processed about you,
request the correction of inaccurate personal data,

request the erasure of the personal data processed,

request the restriction of the processing of personal data,
request the transfer of the data; or

e o0bject to the processing of personal data.

6 Siteco GmbH Data Protection Officer

The Siteco GmbH data protection officer will be happy to inform you in detail about
the rights to which you are entitled. Simply get in touch via
lothar.becker@datenschutz-it.de or the contact person responsible for you.

In addition to the above-mentioned contact options at Siteco GmbH, you also have
the option of contacting the responsible data protection supervisory authority at any
time.

You can contact the supervisory authority responsible for Bavaria at:
Bavarian State Office for Data Protection Supervision

Promenade 27
91522 Ansbach
Germany

Phone: +49 (0) 981 53 1300
Fax: +49 (0) 981 53 98 1300
E-mail: poststelle@lda.bayern.de

7. subcontractors in the context with the Lumident app

Storage of login and lamp data in the Google Cloud on the basis of an EU standard
contractual clause

Google LLC (formerly known as Google Inc.)
1600 Amphitheatre Parkway

94043 Mountain View, California

Data centre Frankfurt
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